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A Railways
B in Large-Scale Projects: The Canarsie Line CBTC Experience
Validation of large scale railways models

A Space
Event-B in space

A Microelectronics
A Acorrect by constructiono real
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The'Caparsielline CBTC expeiience
A Author:
Daniel Dollé SI E M E N S

Siemens Transportation System
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Communications Based Train Control

3. The ZC computes the movement ZONE
authority @ for train A. CONTROLLER
@ 2. The onboard radio of train
B sends its position 4 to
the ZC.
4. The wayside radio sends the
movement authority @ to train A. Wayside Radio
, Controfier
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5. Train A computes a speed
profile that complies with the
movement authority &.

1. Using its odometry sensors, train B
continuously computes its position: #4.




The B in CBTC: where is it? SIEMENS

Early in the design the vital and non vital functions are split.
Every vital function is developed in B.

Exceptions:

* Jow level input/output

= configuration files of the vital software
* the main (infinite) loop
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The B in CBTC: where is it? SIEMENS

4. The Z.C. updates its map of the trains: vital, B

5. The Z.C. computes the movement authority: vital, B CDNZT%%ELER
3. Radio: non vital, no B
Wayside Radio
Controller
|
. I I
Radio Radio Radio
i e Transmiter| || 1. The sensors provide raw data: vital, no B Transmitter
sl L .l L, 2-TheTC.computesits position: vital, B _
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Train Contraller —{ adi \ e, Train Controller | | F‘tﬂ 'ﬂ/ﬁ\|
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6. The T.C. computes the speed profile: vital, B
7. The T.C. checks the actual speed: vital, B
8. The T.C. commands the emergency brake: vital, B

mars-10 | 3- The T.C. commands the motor/service brake: non vital, no B 5



The B in CBTC: what is it? SIEMENS

Preliminary design
SD..FtwarE EEEESESEEEEEEEER }‘ CDnSiStency
requirement ~ [TTRTRRYT Abstract Model proof
specification
I

%, I
‘*«.’ Detailed design | Refinement proof
Functional*'%,. Y
test .
" Concrete Model Consistency
., proof
*‘u.' Translation
(redundant for safety)
............ » Manual ’ Ada code )
- - = = Semi-automatic
—  Automatic




A word about automatic refinement

How does it work?

MCH or REF ~500

Rewriting Rules

e

Automatic
Refiner

"
"
..
"
»

IMP Imported
MCH
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Why does it work?

Constructive specifications
X=e XxiPF)

The “system” properties
disappear during refinement

Few (< 10) data refinement
schemes




New York: Canarsie Line

Bronx

Manhattan Queens
L)
Brooklyn
CLEAR
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Length of the line: 17 km

Number of Stations: 24

Number of trains: 53

Operating times: 24h/day, 7 days/week
Mixed fleet: equipped/ unequipped trains

Interoperability between lines and between
suppliers
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Canarsie Line vs. Meteor: metrics
Proof obligations 100000
80000
60000
40000
20000
O Concrete model (automatic)
O Concrete model (handwritten) 0
O Abstract model
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Canarsie Line vs. Meteor: metrics

Lines of B

OO0 Concrete model (automatic)

O Concrete model (handwritten)

O Abstract model

@ Abstract + concrete (Meteor)
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Event: qu S‘&lce \

A Author
| Y/
Dubravka llic | ( 5 aceS stems
Space System Finland \J P Y Finland
Full presentation available at www.bmethod.com
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Deploy within SSF (2008 1 2012) y

A Investigates ways on advancing engineering
methods for dependable systems

A SSF: develops high reliability embedded software for
space applications

A Before Deploy:
UNo FM pr acthei-lcceu 08 in
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SSFO0Os Project Goal

15

A model driven approach to formal development of
critical embedded systems

Introducing formal modelling framework I Event-Bi
Into the ongoing space project - BepiColombo
BepiColombo: exploration of the planet Mercury

Two orbiters sent to investigate geological evolution

Mercury Planetary Orbiter responsible for carrying remote
sensing and radioscience instrumentation
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BepiColombo SIXS/MIXS Environment

PSU Power lines

fPower control
2 x Serial (LVDS)

Spacecraft |2 x SpaceWire| SIXSMIXS
Platform DPU

2 x Serial (LVDS)

SIXS

DPU data processing unit

SIXS  Solarintensity X -ray & particle spectrometer
MIXS  Mercury imaging X -ray spectrometer

PSU Power supply unit

MIXS

16
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High - Level Architecture 17

A SIXS/MIXS On -Board software (OBSW)
consists of five main software components

CSwW

TC/TM

Mode manage

Hauskeepi
m m
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Motivation s

A Packet Utilization Standard (PUS) provides a set of
distinct services
telecommands & telemetries

A Various missions can choose to implement standard
PUS services that best match their specific
requirements

- promotes the reuse of on  -board and ground systems

03-
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Telemetry and telecommand o

A Telecommand

a device command/request executed by an on -board
hardware

A Telemetry

a report usually as a response to some previously sent
telecommand, although it can also be issued
spontaneously

03-
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Telemetry and telecommand requirements

A The detailed structure of all instrument
telemetry and telecommand packets
compliant with PUS

A The most common PUS services:

1.

©ONOOAWN

TC verification service
Housekeeping data reporting service
Event management service

Memory management service

Time management service

Test service

Science data transfer

MIXS and SIXS Private services

20
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Mode management implementation

A Reveals seemingly transparent architectural division
of OBSW components

A For every component, mode commands are executed
according to specified  transition diagrams

For CSW mode changes according to system level mode
transition diagram

21
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Synchronizing system level and instrument
modes

7N
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8 refinement steps

No. of events Total Auto. Manual. Undischarged
obsw_MO00O 10 16 16 0 0
obsw_MO001 19 181 162 19 0
obsw_MO001continued 19 190 49 141 0
obsw_MO002 33 24 24 0 0
obsw_M003 40 127 119 8 0
obsw_M004 44 31 25 6 0
obsw_MO005 44 10 10 0 0
obsw_MO006 57 155 127 28 0
obsw_MO007 63 111 104 7 0
Total 63 845 636 209 0

+ 155 POs for axioms and theorems in contexts
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Modelling has exposed challenging
tool and methodology needs °°

)

Need to support team work and modularity, e nhance
proof resuability

)

Code generation

Choice of a programming language in space
applications is limited to only C and Ada

Conformant with some standard

Additional requirements (no recursion, dynamic
memory allocation, etc. )

>

Hard to decide on specification and refinement
strategy

What is the Arighto abstraction

What comes first to fneaseohathe devel op
Is the strategy that facilitates automatic proofs 03.
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New pilot... AOCS

28

A AOCS = Attitude & Orbit Control System

A Used to determine and control the attitude of the
spacecraft while in orbit, based on the information
from various sensors
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SensoData

Processing
1 29
Controlcomputation

Actuator Commanding

FDIR
Provides different -
for a'ttitUde and Orbit Transitionl Tranl;/tlig:jze ':'/:zlrs]itaig:meént TransitionN

control of the spacecraft r 1t 1 1
according to the specific T
operational constraints

Unit Management
Unit 1 Unit 2 Unit 3 é Unit M

L1 1 1 1

C L L T 03
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AOCS cyclic execution i

A AOCS activities are executed in cycles

Sensor Data Processing - Control Computation -
Actuator Commanding - FDIR - Mode Management -
Unit Management

[

Ny
.

Sensor_Data_Processing

Execute_Currently_Selected_Controller Performs the CompUtatlo_n of
the attitude control algorithms

Actuator_Commanding

03-
11-
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Mode Manager

31

A Nominal mode changes
autonomous

A Responsible for:

C Execution of
transition

C Automatic start of
transition

C Selection and
initialisation of the
controller

C Correct configuation
of units

[not Standby_Entered_Once] / To_Standby

Standby

[Separation.Done] / To_Safe

Safe

g

[Coarse_pointing_reached] / To_Nominal

Nominal

L

[Fine_pointing_reached] / To_Preparation

Preparation

I

[PLI_is_ready] / To_Science

Science

-

CLEARSY
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Mode transitions are executed In

steps .

A Mode transition are not atomic!

A During one AOCS cycle only one mode transition
step is executed

Each transition criteria associated to a mode is
cyclically checked in the active mode

)

If the condition for mode transition is TRUE then the
mode transition is autonomously performed

)

03-
11-
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33

R ——— S
|

Step 0 v

Disable_PLI_management

v

Example :
. Reserve PLI
Mode transition
to Preparation
Step 1 v

mode

Move_GPS_to_Fine_Navigation_State

v

Move PLI to_Standby

|
Step 2 %
Lock PLI

Activities in 1 cycle &
are atomic.
Enable_PLI_management

®
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Mode specific

unit

configuration
7 different units:

4 sensors
A Earth sensor i

ES

A Sunsensor 1 SS

A GPS

A Startracker i STR

2 actuators

A Reaction Wheel
RW

A Thruster i THR

Payload instrument
PLI

Off

4

All units Off

[not Standby Entered _Once] / To_Standby

Standby ———

[Separation.Done] / To_Safe

All units Off

A 4

ES, SS, RW On

Safe

[Coarse_pointing_reached] / To_Nominal

Nominal

(

[Fine_pointing_reached] / To_Preparation

y

[PLI_is_ready] / To_Science

Other units Off

STR, RW, THR On
—»GPS Coarse_Navigation
Other units Off

STR, RW, THR On
GPS Fine_Navigation
PLI Standby

Other units Off

03-
11-

TR, RW, THR On
PS Fine_Navigation
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FDIR .

A Executed cyclically whenever monitoring is enabled

A QOrder of handling:

Handle mode transition errors

Handle unit errors

03-
11-
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FDIR due to mode ®

transition errors 36

——

[Mode_Transition_Error] / Reboot

Standby
[Safe_Mode_Error or Unrecoverable_Unit_Error] / Reboot
[Safe_to_Nominal_Error] / Back _to_Safe

Safe

[Mode_Transition_Error] / Back_To_Safe

A Before mode transition / @\

error is handled, all
possibly ongoing unit
reconfigurations are

Science

CLEARSY

SYSTEM ENGINEERING
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FDIR due to unit errors I without
available redundancy

A In case of a unit error . In case
redundant unit is not available

The mode is downgraded to the mode where
the unit is not used

U E.g., in case of GPS error while in Fine navigation
mode , the AOCS mode is changed from Preparation
to Safe mode, sincein Safe mode, GPSis Off)

03-
11-
20
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38

All units Off

[Unit_Error:{ES, SS, RW} and Redundancy_not_available] / Reboot

Standby ) All units Off
ES, SS, RW On
Safe

Other units Off

[Unit_Error:{GPS, STR, THR} and Redundancy_not_available] / Back_to_Safe [RW_Error and Redundancy_not_available] / Reboot

STR, RW, THR On
) Nominal IGPS Coarse_Navigation
Other units Off

[PLI_Exror & Redundancy_not_available] / Back_to_Nominal

STR, RW, THR On

. GPS Fine_Navigation
Preparation PLI Standby

Other units Off

Error typeS [PLI_Error & Redundancy_not_available] / Back_to_Nominal
Timeout [PLI_Error=LOA] / Back_to_Preparation

. STR, RW, THR On
Invalid_Data GPS Fine_Navigation

. cience PLI Science
Commanding_Error Other units Off

ESEMEEéINREERINE e@-




FDIR due to unit errors
available

I with redundancy

39

A In case of a unit error
when redundant unit is
available, unit
reconfiguration is
needed

A redundant unit has
to be taken into the

same state as the
nominal unit when

PLI nominal

Off

[PLI_error & Redundancy_available] /

Switch_to_redundant_in_Standby

[PLI_error & Redundancy_available] /
Switch_to_redundant_in_Science

PLI redundant
Off

Standby

failed
03-
11-
20
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SYSTEM ENGINEERING

R oic)



Attitude Error

A Part of FDIR:

Handle mode
transition errors

Handle attitude
error

Handle unit errors

1

Sensor_Data_Processing

L

Execute_Currently _Selected_Controller

L

Actuator_Commanding

40
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[Attitude_Error] / Reboot

Standby [Attitude_Error] / Reboot

Safe

[Attitude_Error_during_FDIR_transition] / Back_to_Safe [Attitude_Error] / Back to_Safe

/
N\

[Attitude_Error] / Back_to_Nominal

Preparation

[Attitude_Error] / Back to Prepara

Science
CLEARSY N -
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New pilot brings forward: 22

A Discovering & expressing  state invariants  (much more complex
state space than in BC; autonomous transitions allowed)
safety invariants

A Non-determinism  (high priority commands - FDIR -
autonomous commands - telecommands)

A Synchronisation  problem (resolve conflicts of inconsistent
states)

A Concurrency

03-
11-
20
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A Author:
Marc Benveniste
Digital Secure Access Division
STMicroelectronics

Full presentation available at www.bmethod.com
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Physical

Interface
(contact andior contactiess)

Electrical
stimulation
(glitches, etc.)

9 —
Communication

8 G—
Electrical
measurement
and anzlysis

T p—

Chip surface

1 2
Electrical Energy and
stimulation Particle Exposure
(e.g. light)

)

Inspection and
Reverse-engineering

— 3

Physical
manipulation

u G 4

measurement | interaction/radiation

Electrical Electro-magnetlc
and analysis | and analysis
5
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" BSI-PP-0035 version 1.0
Security IC Platform Protection Profile , by Eurosmart, 2007/06/15
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« Memory Protection Unit: accesses

Various ALGORITHMS

_ Various SIZES
Various PROTOCOLS

R=T
Key:
Optional Kernel
Modules Modules
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MPU - Overview

* Sedgment: addressable window in memory, defined by
— Start/ End addresses
— A clearance level
— Access rights (Fead, V/rite, eXecute)
— Active status (mapped, not mapped)

« Clearance level: privilege level of a program
— Avaluein [Supervisor .. Fublic] (actually [0 .. 3])
— Each segment is given a clearance level

— Read & write access to peripheral registers are globally denied/granted for
each clearance level

— Program clearance change control is enabled/disabled for each clearance
level (call gates)

« Access control principles: code (eXecute) & data (Fead/\V/rite) controls

— A program can enforce clearance change control based on current and
nrevious program clearance levels

— All needed data for a given program must be located in its own clearance (or
“ublic data) segments

CLEARSY )
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Model Checking
(Equivalence)

Model Checking
(Equivalence)
o

Model Checking
(Equivalence)
~

CLEARSY
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A complex flow... =

Design & RTL Coding in HDL '

Synthesis

Metlists + Constraints

Scan Chains Insertion (DFT)

Functional
Simulation

Netlists + Constraints

Layout

Netlists + Layout

Clock Tree & Routing

Netlists + Delays

Preliminary Static
Timing Analysis

Post Layout
Timing Analysis

Back-Annotated
Simulations

Ty



Source HDL Classical Development Fl

Data Sheet

CLEARSY
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-
Interface Functional /
Specification  Specification

|
|

Implementation
Specification

]
i
~O "-v

VHDL
"hand made"

—

Verification
Specification

[
il

Test Plan &
Programs

Contpili

Autotesting )
Binaries

o) J

Verification
Campaign

Simulations

Gate Level
Representation

]




Source HDL Develbi:){men
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Aitial (Simple) Models

RESET/POR

a0

do

c0

t0

CLEARSY
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Reset/BadPower

4 | sSegment Start Address 0

sSeagment Start Address 1 |4 end Address 0

sSeqment Start Address 3 F = 4 A ddrecs 2

it End Address 1

it Rights 0

Seagment Start Address 4 |+ Frg Address 3 ht Rights 1

Segment Start Address & t End Address 5

t Rights 2
Segment Start Address 5 it End Address 4

nt Rights 3

Segment Start Address 8

nt Rights 4

ILEnd Address e |+ Rights 5 [

Segment Start Address 9 End Address 8

)it End Address 7

ent Rights 6

OverX

(S

nt Binhts 7
Segment End Address 9 snt Rights &

A

Unmapped w ProtRe

Segment Rights 9

A

Rd3 Rd2
Rd1 Rd0
ca3 cg2
co1 Cgo

Underflow

/A\

: Overflow J

Viol

N\
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The RefinementPlan (13)  EXER Gy

Implementation

[\ Step Main Purpose
1 | Host_1 Host model
2 | Complete Policy | Abstract access policy
3 | Split Access Rights for each access type
cases split by access type
4 | Exceptions By-passing checks automata
& reset management
5 | Split Deny cases split by access type
Clearances iIntroduced (interrupts)
6 |Registers_1 Registers access policy (mem. vs. reg.)
clearance introduced

CLEARSY eQIJo‘r
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